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1 Introduction

The purpose of this document is to provide guidance and information to all Plans that need to establish
connectivity to, and a data exchange process with, CMS, for participation in the Medicare Modernization
Title I and Title Il programs.

The scope of this document is to provide information on the following:

« Security and Authorization processes/requirements

« Data Exchange Protocols — selection, installation and high-level testing

« Connectivity

This document does not cover application testing (i.e. the transfer and receipt of application specific files
and file formats).

The intended audience of this document is the Plans that will be exchanging data with CMS as well as
entities that act on the behalf of Plans.

Please contact the MMA Help Desk if there are any problems or questions encountered while following the
procedures outlined in this document.
Phone at 1-800-927-8069

Email at mmahelp@cms.hhs.gov.

2 References

The following documents provide additional supporting information and can be found in the Connectivity
Procedures section of the MMA Help Desk website. (http://www.cms.hhs.gov/MMAHelp/PRG/list.asp -

TopOfPage):

e Connect:Enterprise (SFTP Client) Internet Guides — This document provides instruction on
downloading, installing, and configuring the Connect:Enterprise SFTP Client.

e Instructions to import security certificates for HTTPS Access — This document provides
instructions for installing the latest browser security certificates that are needed to access the
Gentran mailboxes.

e HTTPS example — This manual is available at the MMA Help Desk website; document provides
instructions for accessing a Gentran mailbox.

o EPOC User Registration Procedure- This document describes the procedures to register External
Points of Contact that will approve access to CMS Computer Services.

e Plan Setup Information — This document contains instructions for completing the Connect:Direct
Secure Point of Entry (SPOE) access request form as well as the form itself. This form is required
for new T1 Connect:Direct connections to CMS.

April 27, 2006 1
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3 Overview

Exchanging information with CMS can be accomplished using different tools and procedures and is
dependant on a Plan’s current capabilities and the volume of data to be exchanged.

In general there are two types of physical connectivity available for a Plan:
Internet
Extranet through a dedicated T1 to the MDCN

There are three data exchange protocols available to the Plans:
HTTPS — HyperText Transfer Protocol Secure
SFTP — Secure File Transfer Protocol
C:D - Sterling Commerce’s Connect:Direct software

Large Plans, with 100,000 participants or more, must use a T1 line to the MDCN and Connect:Direct
software to facilitate the exchange of data.

Small Plans using the Internet can use the Connect:Enterprise client from Sterling Commerce or a secure
Web page (HTTPS — HyperTextTransfer Protocol Secure) to exchange data with CMS. The
Connect:Enterprise client implements the secure file transfer protocol (SFTP) to accomplish the file
transfer. The chart below describes the available connectivity methods and the corresponding data
exchange/software options.

Plan size Physical connection Data Exchange Destination at CMS
method/software
Large Plans
(100,000 participants MDCN Connect:Direct CMS Mainframe
or more)
small Plans Internet Connect:Enterprise Internet Gentran
(SFTP) or HTTPS Server
2 April 27, 2006
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Figure 1 describes the two connectivity options available.
The Two Types of
Connections to CMS

A |
E
|
< Connect:Direct ><

Mainframe or Other Platform

1.lLarge Plans

Extranet
Connect:Direct

CMS Mainframe

MDCN/AGNS
2 smaoimns |l [ i e I
withno T1 == - SFTP or HTTPS =c=
Internet Gentran — E =
Mailb Internet
(Mailbox) Desktop THECTet Gentran Web
Server

* NOTE: “Large Plans” refers to plans with 100,000 or more participants. “Small Plans” refers to plans with

less than 100,000 patrticipants.

Figure 1: Connectivity Options
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4 Security and Authorization

Only authorized users can conduct business with CMS. There are a number of processes to be followed and
forms to be completed in order for a Plan to be granted the necessary credentials. The specific credentials
that a Plan needs are dependent on how data will be exchanged with CMS.

Before specific users are granted access to the CMS systems, an External Point of Contact (EPOC) needs to
be established for each Plan. The EPOC will be an employee of the Plan (not CMS), and will be responsible
for approving all access requests from their organization. In addition, the EPOC will notify CMS when
accounts need to be deleted or suspended for any reason (i.e. an employee leaves). The EPOCs will be
approved by CMS. EPOCs will need to self-register through the Individuals Authorized Access to the CMS
Computer Services (IACS) Web site on the Internet (https://applications.cms.hhs.gov/). Once registered,
CMS will approve or reject the EPOC.

Individual users will also self-register through the IACS Web interface on the Internet for access to the
applications and systems they require. This process requires an electronic approval from the EPOC
(accomplished through the IACS web interface). When the user is successfully registered, all of their
supporting access (i.e. mailboxes, RACF ID’s, etc.) will be created. This includes access to the MARX and
MBD User Interface as well as the ability to submit files to CMS. New users as well as existing users must
register through the IACS Web interface to obtain a global User ID (GUID). After registering, users will be
required to change their password.

Instructions on how to register the EPOC, can be found on the MMA Help Desk web address at
http://cms.hhs.gov/mmahelp/, by contacting the MMA Help Desk by phone at 1-800-927-8069, or by email
at mmahelp@cms.hhs.gov.

Large Plans with newly established T1 lines to MDCN, must obtain a SPOE ID and initiate the
Connect:Direct setup procedure in order to transfer files to the CMS mainframe. The SPOE ID is used to
identify the organizational entity sending the files to CMS. To request a SPOE ID Request form and C:D
Setup Request form, contact the MMA Help Desk by phone at 1-800-927-8069 or by email at
mmahelp@cms.hhs.gov.

5 Data Transfer Protocol — Tools and Processes

The following section describes the requirements to support connectivity and configuration. Section 5.1
describes the requirements for large Plans and how to obtain the software/hardware to support the activities.
Section 5.2 describes the options available to small Plans, recommendations and benefits of each, how to
obtain the necessary software, and the configuration and testing required for that option.

5.1 Large Plan Connectivity (>= 100,000 in Enrollment)

Connectivity for large Plans participating in the MMA program (those with enrollment of 100,000 or more
beneficiaries) must be implemented using a T1 line and Sterling Commerce’s Connect:Direct software.

5.1.1 T1 Line and Connect:Direct

A T1 Line directly connects the health Plan to the CMS Data Center in Baltimore, MD. The software to
support the data transfer across the T1 is Connect:Direct (C:D), a software product that must be licensed
from Sterling Commerce. Health Plans are expected to fund the cost of these tools. Existing T1 lines to
CMS may be leveraged until May 2006 when the Plan will be expected to pay all associated costs.

4 April 27, 2006
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Those Plans seeking to establish a new T1 line to MDCN with C:D should contact the MMA Help Desk to
request the C:D Template. The C:D Template consists of the Plan Setup Information Document and a Plan
C:D Setup Request form. The Plan Setup Information Document contains a link to the SPOE ID Request
form. Both the SPOE ID Request form and the Plan C:D Setup Request form need to be completed and
sent to CMS per the instructions on the forms.

To obtain a T1 Line, Connect:Direct software, or the C:D Template, please contact the MMA Help Desk by
phone at 1-800-927-8069 or by email at mmahelp@cms.hhs.gov.

5.2 Small Plan Connectivity (< 100,000 in Enrollment)

Two options are available to the small Plans seeking to participate in the MMA Program:

« Secure File Transfer Protocol (SFTP)

« Secure HyperText Transfer Protocol (HTTPS)

Both of these options are available to use over a connection to the Internet.

5.2.1 Secure File Transfer Protocol — SFTP

SFTP is a standards based protocol and CMS has selected Sterling Commerce’s Connect:Enterprise Client
as their SFTP vendor. The SFTP client must be configured to connect to the Gentran mailbox to drop off
and pick up files. The following section provides information for this activity.

The following minimum requirements are recommended to run Sterling Commerce’s SFTP:

For Microsoft Windows:

. RAMS512 MB

« Windows NT 4 SP6 /2000 PRO / XP SP1

For Unix:
« RAMS512 MB
o AIX5.3Solarix 9/ HPUX 11i

Before connecting to the secure Gentran mailbox through the SFTP interface, each Plan will need to
configure their network firewalls and Access Control Lists (ACLs) to allow SFTP access to
gis.cms.hhs.gov on port 10022.

5.2.1.1 Connect:Enterprise Secure Client
5.2.1.1.1 Ordering Instructions

Concise, step-by-step instructions are provided here. Additional ordering instructions, with accompanying
screen shots, are included in Appendix A.

Before attempting to order the SFTP software, the following steps should be completed by the Plan:

Determine how many copies of SFTP are needed. The SFTP software is licensed per user. If file transfers
are to be sent from multiple users, knowing how many copies are required will facilitate the ordering.

Determine on which operating system(s) the SFTP client will run. The Connect:Enterprise Secure Client
runs on Windows and multiple types of Unix. The biggest factor to making this decision should be how the
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files are processed once they make it back to the Plan. If most of the file processing occurs on a Unix
machine, a Unix-based client may be the best approach.

Have a credit card available. Sterling accepts Visa, MasterCard or American Express as credit card
options.

To begin the ordering process, access the Sterling Commerce Software shop through a Web Browser at:

1. http://www.releasesoftware.com/ sterlingcommercesoftwareshop/cqi-
bin/go.cqi/webstore/product info?title=Connect:Enterprise+Secure+Client&subcategory

2. After the site loads, make sure that the Connect:Enterprise Secure Client page is displayed. There
is another Sterling product called Connect:Enterprise Command Line Client that has a similar price
point, but is not intended to be used to connect to CMS.

3. Add the software that you intend to purchase to the Sterling cart. You can increase the number of
copies as well as add a support for multiple operating systems while viewing your cart.

4. When you are satisfied with the selections in your cart, you may checkout. There are some license
agreement pages to accept and licensee information that needs to be filled out before you can enter
your billing information. Please note that when purchasing multiple copies, only one licensee can
be entered. The EPOC's contact information should be entered in this case.

5. Once the billing information and licensee information has been entered, you will be required to
enter your payment information in the form of a credit card.

6. After the order has been confirmed, you will be asked to run or save the download. Save the
download file to the appropriate directory. Unzip the saved file and follow the install instructions.

5.2.1.1.2 Installing and Configuring Connect:Enterprise Secure Client

Plans must register a submitter through IACS before completing the configuration requires of the
Connect:Enterprise Secure Client.

For additional install and configure details, see the Connect:Enterprise (SFTP Client) Internet Guide.
5.2.1.2 Other SFTP Clients

CMS strongly recommends using the Connect:Enterprise SFTP client from Sterling Commerce to transfer
files. Other SFTP clients may be used however, Plans are responsible for the configuration of that software.
CMS cannot guarantee that a non—Sterling Commerce SFTP client and the Gentran Integration Suite (GIS)
are compatible. Compatibility issues could impact the Plan’s progress toward being certified to move into
production.

5.2.1.3 SFTP Considerations

e While the Connect:Enterprise Secure Client does not have a command line interface, it does have
the capability to schedule file uploads and downloads. If there is a need to automate the file
transfer process, please call the MMA Help Desk for assistance.

e Connections to the Gentran mailbox will not be automatically closed. Since some of the files are
expected to take quite a while to download, the user must explicitly close their connections to the
Gentran server when the file transfer is complete.

6 April 27, 2006
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e The Gentran Integration Suite can handle compressed (.zip) files as well as uncompressed files. In
order to expedite the transfer of larger files, they may be compressed before they are sent to the
Gentran Integration Suite.

5.2.2 Hyper Text Transfer Protocol Secure — (HTTPS)

HTTPS is a secure web interface to provide connectivity to the customer’s Gentran mailbox. This option
requires no purchase as long as the user’s browser and Operating System meet the following CMS
requirements:

« Internet Explorer version 5.0 or later

« Windows operating system including latest service packs downloaded and installed

Users will login to the Gentran mailbox through this web interface to send data to CMS. The URL for this
site is https://gis.cms.hhs.gov:3443/mailbox.

Before connecting to the secure Gentran mailbox through the HTTPS interface, each Plan will need to
configure their network firewalls and Access Control Lists (ACLs) to allow HTTPS access to the machine
and port mentioned above.

5.2.2.1 Setup instructions
Install latest Verisign security certificates. This certification is installed per machine. For additional

information, see EFT_Verisign_Certificates.doc. This document is available at the MMA Help Desk
website, http://cms.hhs.gov/mmahelp/.

The CMS HTTP Example manual is available as a guide to show end user screen shots for the following
procedures:

View all or individual mailboxes
Receive inbound data

Send data to CMS

Log out of the CMS website

This manual is available at the MMA Help Desk website, http://cms.hhs.gov/mmahelp/.

6 Connectivity Testing

The following section describes the Testing instructions and objectives for large and small Plans.
6.1 Large Plan Connectivity

Testing for large Plans must be done via a T1 line connected to the MDCN using Sterling Commerce’s
Connect:Direct software. The test consists of the customer sending a file to the CMS mainframe and
receiving a file from the CMS mainframe.

April 27, 2006 7
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6.1.1 T1 Line and Connect:Direct

For Plans with newly established T1 lines to MDCN, users should ensure the CMS C:D SPOE Request
form and the Plan C:D Setup Request form has been sent to CMS and the information supplied by CMS has
been applied to the Plan system. The CMS C:D SPOE Request form and the Plan C:D Setup Request form
are collectively known as the C:D Templates.

To facilitate testing, each Plan should call the MMA Help Desk at 1-800-927-8069 to schedule a time.

The Plan’s technical representative or programmer should have the Plan’s Job Control Language (JCL) and
PROC for submitting a file to the CMS mainframe constructed, tested and ready to be submitted. The
following values from this job should be available for confirmation:

PNODE (Plan node name)

SNODE (CMS supplied node name)

SNODEID (CMS supplied user id and password)

Dataset name of file being sent to CMS from the Plan and JCL UNIT value

RUNTASK statements and Job name to be submitted after a successful file transfer (CMS supplied)

CMS’ technical representative or programmer will have the CMS Job Control Language (JCL) and PROC
for submitting a file to the Plan mainframe constructed, tested and ready to be submitted. The following
values from this job will be available for confirmation:

PNODE (CMS node name)

SNODE (Plan supplied node name)

SNODEID (Plan supplied user id and password, if required)

Dataset name of file being sent to the Plan from CMS and JCL UNIT value

To test Plan connectivity, the following procedure will be used:

AT&T representative will review and confirm that the T1 connection is complete and ready for use.

o CITIC will review and confirm that the Plan security access to the CMS mainframe is complete
(SPOE, RACEF, valid user id and password, ACL, etc.)

e Plan technical representative will review and confirm that CMS’ security access to the Plan
mainframe is complete (RACF, valid user id and password, etc.)

e Plan programmer and CMS programmer will review and confirm the Connect:Direct procedures for
sending and receiving files values are correct.

e Plan programmer will submit the job to send a file to the CMS mainframe.

e MMA Help Customer Service Representative (CSR) will verify that the file transmitted from the
Plan mainframe was successfully received at the CMS mainframe.

e CMS programmer will submit the job to send a file to the Plan mainframe.

e Plan programmer will verify that the file transmitted from the CMS mainframe was successfully
received.

e A successful test is complete when a file has been sent from the Plan mainframe to the CMS
mainframe and a file has been sent from the CMS mainframe to the Plan mainframe. The files
being sent and received by CMS and the Plan will be empty.  Upon a successful test, the MMA
Help Desk will send an email to the Plan confirming that the test was successful.

A Detailed checklist can be found at appendix D-MMA Phase 1 Test Checklist for Connect:Direct.
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6.2 Small Plan Connectivity

Small Plans should follow the testing procedures defined below for their selected protocol and connectivity
methodologies. Section 6.2.1 provides testing information for Plans using the SFTP protocol through the
Internet. Section 6.2.2 provides testing information for Plans using HTTPS over the Internet.

Plans must register a submitter in IACS before completing connectivity testing. Therefore, please register
in IACS and wait to receive your userid and password before performing the connectivity test.

6.2.1 Secure File Transfer Protocol — SFTP

As indicated earlier, users must register in IACS before accessing their Gentran mailbox. Once the userid is
obtained, users should login to the Gentran server and take a screen snap shot of their mailbox.

Note: It is highly recommended that screen shot files are converted to JPEG format. This allows for smaller
email attachments for storage purposes. In Windows 2000, and XP using Microsoft’s Paint to convert from
standard BMP (Bitmap) to JPEG is just a matter of using the ““Save as...”” function and converting the
“Save as type” to JPEG.

ﬂSterIing Commerce =10l |
File View Tools Help
ConnectEnterprise Secure Client

I ey

Transfer | Directory Filter | Advanced Send
~Local Host

|C:ICSMMIGentranReceimsl

@ ‘Lﬂ GentranReceipts
ﬁ 200511 2. T20M MARK D H2220 FUTURE T_CDReceipt_390480
CI 200511 2. 7200 MARK.D.H2220 FUTURE T_GISReceipt_380480
Cl 200811 3. T20M MARK.D.H2220 FUTURE T_CDReceipt_393528
ﬁ 200611 3.T720M MARK.D H2220 FUTURE T_GISReceipt_393529
CI 2005114, 720M MARK.D.H2220 FUTURE T_CDReceipt_396142

\ &' Send ] |Transmit IE“ |Elinar5t E“ | . Receive | [ Connect

rRemote Host: CMSGIS

Copy
Exit

Mar 13, 2006 16:35:07 - 35H: transport disconnected.
Mar 13, 2006 16:35:07 - Closed 55H Connection from Serwver site: Walidate Connection, host
rgis. cus.hhs. gov

|:| Refresh | [ Use dirfilter

Help

Systern Messages | Transfer Log l Swystermn Log l Scheduler Log l Field Help

Administrator .|

Figure 2

To complete the test, the user should forward screen snapshot of their mailbox to the MMA Help Desk at
mmahelp@cms.hhs.gov. Upon receiving the email, the MMA Help Desk will send an email to the Plan
confirming the test was successful.
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A detailed checklist of setup activities can be found at Appendix B - MMA Phase 1 Test Checklist for
SFTP

6.2.2 Hyper Text Transfer Protocol Secure — HTTPS

To complete the test, the user should take a screen snap shot of the Gentran mailbox [login screen] and
forward the screen snapshot to the MMA Help Desk at mmahelp@cms.hhs.gov. Upon receiving the email,
the MMA Help Desk will send an email to the Plan confirming the test was successful.

A detailed checklist of connectivity activities can be found at Appendix C - MMA Phase 1 Test Checklist
for HTTPS.

2 Login - Micrasoft Intemet Explorer B ) | g | ) | AT |
Fle ot wew Pavorkes Totk e [ - ) - <) 2 o) aelo-E-03 | &
TR P TR —r i |
=
CATS
File Transfer
User 10
Passward
Login Failed
I
& It I B W= T -
5ot | [T tobon - Werasalt uttock | ] Problem Tkt - Pacrca.. | & Probatain - Merosoft .. [ ] Login - rucrosort inte... Eﬂmanﬂwvemgwm...l [wcdd® § sasm

Note: It is highly recommended that screen shot files are converted to JPEG format. This allows for smaller
email attachments for storage purposes. In Windows 2000, and XP using Microsoft’s Paint to convert from
standard BMP (Bitmap) to JPEG is just a matter of using the “Save as...”” function and converting the
“Save as type” to JPEG.
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Appendix A: Detailed Ordering Instructions for Sterling
Commerce SFTP

1. To begin, access the Sterling Commerce Software shop at:
http://www.releasesoftware.com/_sterlingcommercesoftwareshop/cqgi-
bin/go.cgi/webstore/product_info?title=Connect:Enterprise+Secure+Client&subcategory

2 Sterling Commerce Software Shop - - Microsoft Internet Explorer;
Ele Edt Wew Favortes Toos Hp (3 - © - XN @ & L P @ (- L% -0 3 4
Address @ itk fow releasesaftware, com]_sterlin Fewareshopfcai-binjge. caifwebstors/praduct_infortite=Connect: Enterprise-+Secure-+ClentasUbeateqory |
|
contact search help home
) sterling commerce i ===mm ‘
About Us
Soltions Software Shop
Customer Support
Software Shop =
Resource Center Connect:Enterprise Secure Client
ConnectiEnterprise Secure Client makes it easy o establish communication with business
partners by providing a client that is easy to instal, configure and use, The client supports
Conneee FTE, FTR /s, 55HyZ, and WebBAi communications protacols. The ficense price cioes not
. incudle snnus! maintenancs or support.
Enterpris
Secure: = Product Description = System Requirements
Client
Description Price/ Options Actions -
Shop Search version 1.3.00 for Unix
Electronic Delivery (IR0
" T b T
% 3.
Electronic Delivery $150.00
Demo version 1.2.00 for Unix $0.00
Electronic Delivery y
Enter Goupor Demo version 1.3.00 for Windows | ¢, o
Elactronic Dalivery y
(I
Product Description
Connect:Enterprise Secure Client makes it essy to autemate secure communication with business partners by
providing a client that is easy to install, configure and use,
System Requirements
e
. RAM ) >
& B Internet

Figure 3: Ordering Process for Sterling CommerceSoftware

2. After the site loads, verify that the Connect: Enterprise Secure Client page is displayed. There is

another Sterling product called Connect: Enterprise Command Line Client that has a similar price point,
but is not intended to be used to connect to CMS.

2 Sterling Commerce Software Shop - - Microsoft Internet Explorer

flle Edt Vew Favortes Iools Help O-O-RR &G PFe a-5aHEH-03

Address @ Bkt rele: are.comj_sterli ftwareshapfcal-binfgo. caifwebstorejproduct_infapitle=ComrectiErkerprise-+Secure-+Clierts
contact search help home
) sterling commerce e
About Us
Soksions Software Shop
Customer Support
Software Shop =
Resource Center Connect:Enterprise Secure Client
ConnectiEnterprise Secure Client makes it sazy to sstablish communication with business
partrers by providing  dient that is easy to install, configure and use. The dient supports
Conneet] FTR, FTP/s, S5Hu2, and WiebDAY communications protocals, Tite feense orice oioes not
. inctidls aanual maintenance or support.
Enterpris
Secure, - -
’ 5 c
- S CUE(t‘E"tE'p”SE e —
Description Price/Options Actions L
Shop Search varsion 1.3.00 for Unix
Electronic Delivery (IR
" D R T p—_—
Electranic Delivery 3
Demo version 1.2.00 for Unix $0.00
Electronic Delivery }
Entar Coupon Demo version 1.3.00 for Windows | oo o
Elactronic Delivery }
I

Product Description

ConnectiEnterprise Secure Clisnt makes it easy to automate secure communication with business partners by
Aprl prowiding 3 client that is easy to instal, configura and use.

System Requirements
Inix

® RaM

@ Internet
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Figure 4: Ordering Process for Sterling CommerceSoftware
4. Add the software that you intend to purchase to the cart.

2 Sterling Commerce Software Shop - Your Shopping Cart - Microsoft Internet Explorer

flle Edt Yew Favorkes TIpols Help 0-0 BB G P e @ & WM-03

Agdress@http:ﬂfwww.re\e ate.comj_sterli ftwareshap/el-binfgo. calfwebstorejcart7cart_adjust=s1,F1C0305E IDS4EE1 114F

contact search help home

g sterling commerce

About Us

Soksons Shopping Cart

Customer Support

Software Sho
shopping car | acress rf | lanses info | payment nfo | summary | reci

Resource Center
Flease verify your arder, then press Checkoutto proceed

Description aty Unit Price Total Price

$150.00 $150.00

Subtotal: $150.00

NOTE: This storefront is designed for U.S. purchases only.

Click here for license sales outside of the U.5

For volume discounts or license purchases via Purchase Order, please call your sales
representative or toll free at 1-800-225-4031, please reference program M-700

If you have questions about placing an order in the store, please call Software Shop support at
1-B00-B26-4668

Copyright 2004 Sterling Comemerce ke AlRights Reserved.

® Internet

Figure 5: Ordering Process for Sterling CommerceSoftware

5. You can increase the number of copies as well as add a support for multiple operating systems while
viewing your cart. To add additional types of clients, click the CONTINUE TO SHOP button. To
increase the quantity of clients being purchased, edit the Qty field for the specific product and click the
UPDATE ORDER button. When you are satisfied with the order, click the CHECKOUT button.
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3 Sterling Commerce Software Shop - Your Shopping Cart - Microsoft Internet Explorer X
Fle Edit View Favortes Tools Help Q-0 R LPLHEe B o 3 ,ai
address @ hittps: ffumm. releassscFtware. com/_sterlngeommercesaftuareshopieg-binigo. egjwebstorsfcart |
&l
contact search help home
) sterling commerce e .
Sterling Commerce
About Us .
Salions License Agreement
Customer Support
Software Shop Piease read carefully the following terms and condiiions.
Resource Center
Sterling Commerce Software Shop License Agreement
@ | Accept This Software License Agreement hetmeen | L
O | Reject Sverling Commerce {merica), Ine., 4600 =] y
! Lekehurst Court, Dublin, Ohio 43016 ("Sterling
Commerce") and the legal entity (“"Customer")
specified in the on-line order form ("Order
Form") sets forth the terms and conditions
applicable to any software products and any
related documentation (o
Connect:Enterprise Secure Client Windows
& | Accept Maintenanse is unavailable for this Softwara.
O IReject
NOTE: This is designed for W.S. | only.
o
&] Done ® Internet

Figure 6: Ordering Process for Sterling CommerceSoftware

Review the license and maintenance agreements for each of the products you are purchasing. If
multiple products are being ordered, you must accept additional licenses. All of the ‘I accept’ options
must be selected before you can click CONTINUE. Note: there are no error messages displayed on this
screen if you do not accept one of the agreements, but you cannot progress to the next page.

2 Sterling Commerce Software Shop - Sterling Commerce Software Shop - Microsoft Internet Explorer.

file Edt View Favorites Tools Help Q-9 RO LP&e a s (MR § B ¥

address @ itps: . reloasesoftware com]_steringcommercasoftwareshopjegi-binigo.cgilwebstorefagresments

contact search help home
g sterling commerce 'm .

About Us

Sottions Please Confirm

Customer Support

SoilnnrESHop To confirm your respanse please again accept the Lser License Agresment.
Resource Center

Click here for license sales outside of the U.S.

- NOTE: This storefront is designed for U.S. purchases only.

For wolume discounts or license purchases via Purchase Order, please call your sales
representative or toll free at 1-800-225-4031, please reference program M-700.

If you have questions about placing an order in the store, please call Software Shop support at
1-800-696- 4668

Copyright 2004 Sterling Commercs lnc. Al Rights Reservad.

) Internet

Figure 7: Ordering Process for Sterling Commerce Software
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7. Confirm the acceptance of the license agreement by clicking | AGREE.

Q-0 NRAG LT -5 W-U 3
v —

shopping cart | address info | licensae info | payrment infa | summary | receipt
Resource Center

Description Qty

Unit Price Total Price

Connect:Enterprise Secure client
uuuuuuu 1,200 for Windows 1 $150.00 $150.00
Electronic Delivery

Subtatal: $150.00

Please fill outthe order form below. Highliohted fields are required

Billing Information
Please entar your billing information exactly as it appears on your credit card statement
First Name
[John

Last Name
[Public: |

Address 2

City
Aryhere

2

m
7
I

Waryland
Zip/Postal Code
0208

|7 3
S

ogus@ABL. com

2|g
g
H

siness Pho
9856051010

Hame Phons

I

4. Please include area code.

[T VES! 1 would ks to be natfed by a-mai about
new products and prometions from Sterling
mmmmmmmmm

!ﬂ.._ﬂx

53

Figure 8: Ordering Process for Sterling Commerce Software

8. Enter billing information in the fields provided; required fields are noted in bold blue text. This
information must match the credit card information that will be requested on the upcoming payment
page. Once the information is entered, click the CONTINUE button. Errors for this page (i.e. required

fields missing) will be displayed in red under the product table.

(+]
C

=

E
|
@

2 &

,.
8]
&

contact search help home

g sterling commerce

About Us . .

Sotations Licensee Information

Customer Suppart

[T AL Please fill out the address form below. This is where the sofware will be installed and used
Highlighted fields are required.
[dohn | |Public
Company

- padeers

1 Main Sireet
Address 2

City
altimore

1

State:
Maryland
Zip/Postal Code
21204

Email

bogus@abc com

I

Figure 9: Ordering Process for Sterling Commerce Software
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9. Enter the information regarding the individual who will be licensed to use the product. Required fields
are again noted in bold blue text. This information may be the same as the previously-entered billing
information. When purchasing multiple copies, only one licensee can be entered. The EPOCS contact
information should be entered in this case.

Once the information is complete, click the CONTINUE button. Errors for this page (i.e. required
fields missing) will be displayed in red under the Licensee Information heading. Information on only
one user will be collected, regardless of how many licenses you purchase.

A Sterling Commerce Software Shop - Payment Information - Microsoft Internet Explorer

Ble Edt Yew Favorites Tods Help Q- O - N6 LPFre A~rw 0o 3

Address |@ https: ffumaw. releasesaftware, comy_steringcommercesoftwareshopfegi-binfgo coifwebstorelicenses

contact search help home

g sterling commerce

Pl Payment Information
Customer Support

Software Shop

shopping cart | address info | licenses info | paymentinfo | surmmary | receipt
Resource Center

aty Unit Price Total Price

F150.00

$150.00

Subtotal: $150.00

Tau: $0.00 -

Total: $150.00

Billing Information: [xdit] Licensee Information: [dit]
n Public John Public

1Main Street 1Main Street

Baltimore, Maryland 21204 Baltimore, Maryland 21204

855-555-1010 885-555-1010

Bogus@ABC.com bagus@abic.com

Payment Information
Please enteryour billing information exactly as it appears on your credit card staternent

Payment Type:

o oS o

Card Number:

3

€] Dons © Internet

Figure 10: Ordering Process for Sterling CommerceSoftware

10. Verify your purchase information, then enter your payment information in the fields provided. Bold
blue text indicates required fields; error messages (i.e. invalid credit card, missing required field, etc.)
will be displayed in red under the Billing and Licensee information table. You can edit Billing or
Licensee information by clicking the edit links provided. Once satisfied with the information on this
screen, click CONTINUE.
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Appendix B: MMA Connectivity Test Checklist for SFTP

Task

Internet

Obtain physical connectivity

Complete IACS EPOC registration process

Complete IACS user registration process

Set up firewall and ACL to allow SFTP access to gis.cms.hhs.gov port 10022

Purchase and Download Sterling's Connect:Enterprise Secure Client

Configure the SFTP application

Capture a screen shot of the Gentran mailbox and email it to the MMA Help Desk
(mmahelp@cms.hhs.gov). If possible convert all images to JPEG format.

Use the SFTP application to connect to the Gentran Server at gis.cms.hhs.gov port
10022.

Appendix C: MMA Connectivity Test Checklist for HTTPS

Task

Internet

Obtain physical connectivity

Complete IACS EPOC registration process

Complete IACS user registration process

Set up firewall and ACL to allow HTTPS access to gis.cms.hhs.gov port 3443

Install latest Verisign security certificates

Launch a Web Browser and access https://gis.cms.hhs.gov:3443/mailbox

Capture a screen shot of the Gentran login screen and email it to the MMA Help Desk
(mmahelp@cms.hhs.gov) If possible convert all images to JPEG format.

Enter the GUID and password provided to you.
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Appendix D: MMA Connectivity Test Checklist for
Connect:Direct

Task Owner
Plan Transmission Information

Complete connectivity configuration form for CMS (all new Plans) Plan
Provide Contact information Plan
Send SPOE request and Connect:Direct Setup Request sent to CMS Plan
Provide User Id and Password for return file Plan
Provide Output dataset name Plan
Provide Local Node Name Plan
Provide TCP/IP address Plan
Provide Port Plan
Provide Environment Plan
Configured Firewall Information Plan
Configured C:D CMS

CMS Transmission Information
Acquire C:D Process information:
Local Note Name

TCP/IP Address

Port
Environment Plan
Requeste and Receive CMS SPOE Plan
Configure C:D Process Plan
Connectivity Test
CMS readiness for EFT (Enterprise File Transfer) CMS
Sterling readiness for EFT Sterling
Plan transmit test data to CMS Plan
CMS receive test data CMS
CMS transmit test data to Plan CMS
Plan receive test data Plan
April 27, 2006 17
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